The Investigatory Powers Tribunal

Signing your forms with a digital ID

To complete your form with a digital ID, please follow the instruction below:

Declaration

| have answered all the questions on the application form to the best of my knoy

To add a digital ID to you completed document click on the signature area. If you have already created a
digital ID the ‘Sign Document’ box (go to page 6) will appear else the ‘Add Digital ID’ box will be
presented (go to page 2).



Add Digital ID

Add or create a digital ID to sign and encrypt docurnents. The certificate that comes with
your digital ID is sent to others so that they can verify your signature,

() Browse for an existing digital ID file

(") Configure a roaming ID for use on this computer

@ Create a self-signed digital ID for use with Acrobat

(") Look for newly inserted hardware tokens

Select ‘Create a self-signed digital ID for use with Acrobat’ option and click next.



Add Digital ID |

Where would you like to store your self-signed digital ID?

@ New PKC5#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKC5%12
format. This commen digital ID file format is supported by most security software
applications, including major web browsers. PKC5#12 files have a .pfx or .pl2 file
extension,

71 Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be
available to other Windows applications. The digital ID will be protected by your
Windows legin.

Select the ‘New PKCS#12 digital ID file’ option and click next.



Enter your identity information to be used when generating the self-signed certificate,

Mame (e.g. John Smith): IJDhn Smith

Organizational Unit: I

Organization Mame: I

Email Address: Ijohn.smith@bt.com

Country/Region: ’ GB - UNITED KINGDOM

[ Enable Unicode Support

Key Algorithm: ’1024-bit RS54

Use digital ID for: ’ Digital Signatures and Data Encryption v]

Complete the form presented with your details. Its is important that you include your e-mail address in
your digital ID and this is used for verifying your identity and contact details.



Add Digital ID |

Enter a file location and password for your new digital ID file. You will need the password
when you use the digital ID to sign or decrypt documents. You should make a note of the
file location so that you can copy this file for backup or other purposes. You can later
change options for this file using the Security Settings dialog.

File Mame:

ChJohnSmith.pfx Browse...

Confirm Password:

[

A password is required. This is to protect the digital ID you are creating. Please remember this password
as you will not be able to use the Digital ID when you embed it in the document. Click the Finish button.



Digital ID: Juhn Smith <john.smith@bt.com>

Digital Identification

Sign transaction, Encrypt document

Johin Smith <johnsmith@btcom:
2016/06/29 18:31:46 +01'00°
Johin Smith

Password: I

Appearance: lﬂtandard Text v]li

Digitally signed by John Smith
0 n DM cn=John Smith, o, ou,

email=john.smith@@bt.com,

. c=GB
S m I t h Date: 2011.06 .29 18:31:47
0100

| RefreshDs | |  Sign | | Cancel

You will then be presented with you Digital ID. Re-enter your password and click the Sign button. If a tick
box is present (Adobe Acrobat v9 and above) select this to lock the content of your form. After clicking
the Sign button you will be presented with a ‘Save As’ prompt to re-save your signed document.



Savein: | || MyForms - @ _? = "

Name : Date modified Type

=
"'"} This folder is empty.
Recent Places

Computer

.;"

< [

File name: 21 Completed Form T1 Online pdf

Save as type: Adobe PDF Files (" pdf)

| have answered all the questions on the application form to the best of my knowledge and belief.

. Digitally signed by John Smith
O h n S m Ith DN: cn=John Smith, o, ou, email=john.smith@bt.com, c=GB

Signature ... e 20T 0828 1 T e O

Your document has now has a Digital ID and you can send it for processing. If you make further changes
to you document you will have to remove the Digital ID from the signature area (to do this, right click
over the Digital ID and select ‘clear signature’) and add it again.



